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Abstract

The accounting profession is in a continuous process of
change as ERP applications and emerging technologies
such as cloud computing continue to bring
improvements into the accounting and financial areas.
Nevertheless, beside the variety of benefits, these
technologies carry specific risks that can affect the
fundamental characteristics and security aspects of
data.

This paper aims to highlight the most common
vulnerabilities of ERP applications and cloud computing
platforms in the context of digital accounting. At the
same time, in addition to the technical aspects and good
practices used to prevent and correct these
vulnerabilities, the study focuses on a critical component
of data security: the human factor. Moreover, the
empirical research conducted has highlighted the fact
that young professionals understand the need for
sensitive data protection, but they do not always display
the best behavior to prevent security incidents.

This article aims to provide an overview of ERP
applications and cloud computing platforms that are
currently used in the financial and accounting field,
focusing on the main technical vulnerabilities and the
human factor, which is one of the most important
aspects of data security.
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The constant evolution of IT has contributed to the
development of most industries and professions by
automating and digitalizing certain elementary activities,
to enable professionals to focus more on complex
activities that add value to companies. Digitalized and
automated processes are not intended to replace the
human resource, but rather to support the progress of
professionals.

Information is the essence of any organization or
individual, as it is what creates a competitive advantage.
Ronald Reagan stated that it is “the oxygen of the
modern age.” In the financial and accounting field,
almost everything is limited to information (ACCA, 2013)
and in this current digital era, information has become
one of the vital resources in the process of value
creation. Protecting sensitive data, whether we refer to
data stored on a physical or electronic basis, by
implementing an effective IT security incident
management system, must be an essential concern for
any organization, regardless of its size or field of activity.
Accidental or deliberate disclosure of confidential
information can irremediably damage the companies’
operations, by affecting its financial situations and
reputation.

Currently, security incidents are one of the most
significant concerns in the Internet of Everything era, as
technological developments have introduced new
concepts in the financial and accounting field such as
ERP, cloud computing and mobile technologies that,
besides the variety of advantages, carry specific
vulnerabilities that can affect the security of sensitive
information. In recent years, there has been an increase
in security incidents, at both national and global level.
According to the latest CERT report, over 110 million
cyber security alerts were recorded in Romania in 2016,
the increase being more than 60%, compared with the
previous year. At international level, according to Breach
Level Index, more than 1.3 billion IT security incidents
occurred, increasing by over 85%, compared to 2015.

In the accounting field, most of the activities have been
digitalized due to the need to have continuous access to
relevant information in real time. Whether we are talking
about mobile technologies, ERP systems or cloud
computing platforms, almost all sensitive information has
moved into the electronic environment.
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This paper aims to analyze the main challenges of
information security in the context of digital accounting
and to assess which are the vulnerabilities of the
technologies currently used. Moreover, this study
investigates the perception and awareness of the impact
of security incidents from the perspective of future
professional accountants.

The development of ERP (Enterprise Resource
Planning) systems had as a starting point the need to
automate the core data processing and data input
activities, which did not require an increased level of
professional judgment. Although the digitalization and
automation of certain processes such as inventory and
production management began in the 1950s, it was only
in the early 1990s that we could identify the first ERP
system (Mgller, 2005) that incorporated various
modules: accounting, human resources, project
management and distribution. Currently, the existing
applications include the same essential functions, but
they are configured according to the needs of each
organization. Most recent applications include also
financial planning modules, supply chain management
and customer relationship management (CRM).

According to the relevant research conducted in this
field, the impact of ERP systems was positive, as these
applications were built on the idea of aggregating most
of the key processes in a company into a single IT
system (Klaus, 2000) by using a shared database to
eliminate redundant processes (Davenport, 1998). In the
financial and accounting fields the main advantages are
the following: cost reduction, elimination or automation
of simple processes, increased quality of the financial
reporting, improved flexibility and competitiveness
(Kanellou and Spathis, 2013; Stanciu and Tinca, 2013;
Ponorica et al. 2014; Voulgaris et al., 2014).

Lately, ERP systems have begun to adapt to the current
needs of the users. Therefore, we can discuss the use of
ERP applications in cloud computing platforms, which
allow data to be accessed also from mobile devices. It
can be observed that the general trend of migrating to
cloud to benefit from continuous access to data, without
taking into account technological or geographic barriers.

year XVI



ERP applications are a target of cyber-attacks because
they store confidential information, such as
organizational secrets, financial data, data about the
organizations’ customers and suppliers. Nevertheless,
ERPs are also targeted to commit various acts of fraud,
such as master data modification.

To analyze the vulnerabilities of ERP applications,
regarding data stored by systems, we need to
understand the architecture and functionalities of ERP
applications. Most ERPs share the three levels structure,
starting with the base of any ERP: a database where the
information is stored and most applications use
Microsoft or Oracle databases that use SQL query
language. The next component is the application layer
where are the implementation, logic and system rules.
The last level of ERPs is the user interface (Surjit et al.,
2016; Bahssas, 2015). At the same time, besides the
simplified architecture of an ERP application, the
environment in which this application is implemented is
also important: locally or on a cloud computing platform.

Taking into consideration the structure presented, the
first vulnerability of an ERP system is due to the
existence of the databases used. At the database level
there may be inconsistencies that can endanger the
fundamental characteristics of the data: privacy, integrity
and availability, if the database has not been properly
implemented (Bertino, 2005; Swart et al., 2007).

Among the potential vulnerabilities, there are excessive
or unauthorized privileges, operating system
vulnerabilities, SQL injection, malware, inappropriate
passwords or incorrect implementation of the database
(Ali and Afzal, 2017; Malik and Patel, 2016; Lodha and
Dhande, 2014). All of these vulnerabilities occur both in
local ERP applications and cloud platforms. Comparing
the level of security between local ERP and cloud ERP,
we cannot say that security will be improved or not,
because it all depends on the implementation mode and
the controls created.

Analyzing the next level of ERP applications, the logic
level, as in the case of the database behind the ERP
application, if the deployment was not correctly
performed, the issue of data security occurs through
brute force or SQL injection attacks. At this level, most of
the issues arise because of the poor implementation of
the database security measures.

ERP users also represent a vulnerability for sensitive
data (Evans et al., 2016) because organizations do not
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always create a culture that is efficient enough to make
them aware of the possible theft or exposure of
confidential information. The human factor is one of the
most important components of data security, whether or
not we are talking about an ERP application. It is
essential that organizations instruct their employees
about the impact of security incidents.

In 2014, some of Sony Pictures Entertainment directors
received an email, apparently from Apple, for an email
verification. The email they received was a phishing that
allowed the attackers to get the password from their
Apple accounts, being used to authenticate to the Sony
network and stole confidential financial information and
Sony service passwords, which were later posted on the
Internet. According to the company statements, IT
system recovery cost 35 million dollars. This incident is a
classic example demonstrating that the human factor is
still one of the most important vulnerabilities. At the
same time, the fact that the executives who were
attacked had the same passwords for corporate and
personal accounts indicate that there was not a well-
developed culture of risk prevention associated with
unauthorized exposure of sensitive data.

As it can be seen from the example presented above,
the prevention of loss of sensitive information is
essential, especially for ERP systems, which, according
to statistics, are used by over 83% of Forbes 500
companies. To prevent security incidents, the risks must
be first identified and the potential impact assessed.

Given the fact that each company has its particularities,
each ERP application will have differences, depending
on the needs of the specific organizations and activities.
Therefore, we cannot propose a universal ERP security
model, but we can only highlight the best practices that
can prevent security incidents.

As previous mentioned, one of the main security
concerns is the excessive privileges granted to
application users (Horwath, 2012). Database
administrators allocate differentiated rights to users,
either by using the existing roles in the application or by
creating new roles that suit the needs of users in the
application (Bruchez, 2012). These customized rules
could prevent unauthorized access to data, but only if
properly implemented.

Incorrect configuration of the database is also a
significant vulnerability. By storing access passwords in
the ERP application database, without encrypting data,
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gives potential attackers the ability to obtain the users
credentials. In the case of SQL Server databases, the
user authentication data can be stored encrypted in
another database, not even visible to the database
administrator. Also, an implementation that does not
take account of the vulnerabilities of such application
may allow attackers to steal data using SQL injection
(Gicev et al., 2013; Bhatia, 2017), which are still one of
the most significant databases weaknesses.

Malware infections increase the risk of losing sensitive
information. In the last period, it can be observed that
more and more types of viruses are created and can
remain undetected or their impact is observed only after
a significant period. More recently, we can see
applications like ransomware whose purpose is to
encrypt all user data, and decryption will only be done
after the attackers are paid for the information. Programs
that can prevent such incidents are currently being
developed (Kolodenke et al., 2017), but the progression
of malware is more fierce than the development of
prevention programs.

Most databases incorporate database audit modules
that can prevent confidential information from being
exposed, if effective controls that target the applications
risk areas are implemented. Database auditing has the
role of prevention in determining vulnerabilities, but also
a function of detection. For databases, the most efficient
audit controls are:

— Analysis of back-up or database restoration
activities - to determine which users have
performed such activities. As described above,
one of the biggest vulnerabilities in an ERP
application is the excessive privileges granted
to users and if the results of the control indicate
that such activities were performed by
individuals who should not have the rights to
perform these tasks, this must be an alarm
signal for the organization.

— Analyzing the actions conducted on the
database or its objects - as with the previous
control, this control has the role of monitoring
and detecting illegal activities. However, given
that in an ERP application there are many
users that make changes to the database, the
amount of information is too vast to be
analyzed manually. In this case, it is
recommended to use data mining techniques to
identify possible inconsistencies.
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—  System logging analysis - this control is
important because it monitors both user access
to the application, but also checks unsuccessful
login activities. This control can prevent a
brute-force attack, but also highlights logins into
the system by former employees of the
organization, whose credentials have not yet
been annulled.

ERP systems are vital components of any organization
because they incorporate the companies’ most important
processes and therefore the proper implementation, in
line with good practices, is necessary to prevent
potential security incidents. Due to the complexity of
ERP systems, we cannot talk about a common security
framework that meets the needs of all companies.
Therefore the most efficient way to protect sensitive data
in ERP applications is to identify risks by using best
practices correctly.

The current economic context has created the need for
continuous access to information. This new necessity, in
the financial field, is what it is called real-time reporting,
a process that creates a competitive advantage for
organizations (ACCA, 2013b), by improving the agility
and transparency of activities. To meet the need of
users and businesses, most accounting and financial
processes have migrated to cloud computing platforms
(Trigo et al., 2014). In this way, the users of a particular
application can view or manipulate data regardless of
location or devices used as long as they have an
Internet connection.

As in the case of ERP applications, to understand the
main security vulnerabilities of data stored in cloud
computing platforms, we need to have a clear picture of
the functionality and architecture of the platforms.

The concept of cloud computing was based on the
idea of unlimited access to technology (hardware) to
information, according to Giordanelli and Mastroianni
(2010). Currently, the cloud computing concept is
represented by server networks and data warehouses
(Kim, 2013), whose purpose is to provide a broad
range of web services (storing and manipulating data,
performing queries on the database, etc.).

By analyzing the delivery model, three types of
platforms can be differentiated: laa$S - Infrastructure as
a Service, PaaS - Platform as a Service and SaaS -
Software as a service, according to NIST standard
800-145.

year XVI



A second classification can be done by following the
implementation model used: public, private, community
or hybrid. From a security point of view, the lowest level
of security is found in the public model, followed by the
community, hybrid and private model.

laaS incorporates all the functions of a cloud, as users
have the right to modify the functionalities and security
aspects of applications. At the same time, this type of
platform allows organizations to have the highest level of
IT infrastructure control compared with the other two
platform models. Due to these considerations, in the
case of laaS, the security of operating systems and
applications rests with the organization, while the cloud
provider is only responsible for the safety of the network
and servers.

According to the Symantec study from 2015, the most
common vulnerabilities in laaS are the following: loss or
disclosure of confidential information, unauthorized
access - mostly due to theft of user credentials and
inadequate security configurations. However, in the case
of laaS, security issues may also occur due to other
cloud users (tenants) when the server is not dedicated -
multi-tenancy issues.

To prevent security incidents for this type of platform, it
is essential to choose the appropriate model (public,
private, community or hybrid) to match the organizations’
objectives and to ensure that implementation is properly
done, by respecting the best data security practices.
Moreover, systems monitoring and auditing are vital
processes for preventing cyber-attacks or unintended
exposure of confidential information. Furthermore, to
improve credentials’ security, two or more authentication
factors are recommended (Jaiswal and Rohankar,
2014).

The PaaS model does not give organizations the same
freedom as the 1aaS model, because it is designed to
allow organizations to deploy applications. In this model,
the company that leased the platform cannot make
changes to the network, servers or operating systems. In
Paas$, the cloud provider is responsible for the database
and network security, while the tenant is in charge of the
safety of the applications developed on this platform.

From a security point of view, most PaaS platforms
provide tools such as integrity checking, data encryption,
access management and firewalls (CSCC, 2015).
However, at this level vulnerabilities, that may affect the
characteristics of the data fundamentals, can be found, if
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the application development is not done by using the
best practices to maintain data security. Also, effective
controls must be implemented for this type of platform to
prevent potential security incidents.

The third platform model is SaaS, which is the most
common type of cloud, because it has the lowest cost
compared to the last two models. Most accounting
applications, mainly ERP applications, are embedded in
this model. In SaaS users can access some
applications, but cannot deploy others. Also, within this
model, most data security issues are the responsibility of
the cloud provider.

Potential vulnerabilities in the SaaS model identified by
the relevant literature are: excessive privileges,
unauthorized access, inappropriate configuration of
applications that may affect the fundamental
characteristics of the data and aspects of the security of
virtual machines (Hussein and Khalid, 2016; Ahmed et
al., 2017; Sharma et al., 2017).

Because this model is more restrictive regarding the
client application implementation and since the needs of
each organization have specific particularities, most data
security controls are the responsibility of the cloud
provider, which must offer an acceptable level of
assurance for the security of sensitive information. At the
same time, given the fact that the cloud platforms store
various information that is subject to special treatments
regulated by national and international bodies, it is
essential to provide for each type of information the
appropriate level of security.

In conclusion, cloud platforms have specific
vulnerabilities, depending on each model. As with ERP
applications, we cannot talk about an absolute security
model that would have the ability to prevent any incident,
but we need to understand how the data stored in cloud
computing platforms can generate risks that might have
the potential to cause a security incident.

Because of the wide range of benefits of cloud
computing, more and more companies are considering
migrating to a cloud platform to improve performance
and become more competitive. Given that this
technology is emerging, new types of vulnerabilities are
expected to develop, mainly due to the increased use of
other technologies, along with cloud platforms, such as
mobile technologies, which have begun to be
increasingly used, in particular in the financial and
accounting fields. These issues can contribute to the
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development of new risks, but it is important to
understand that cloud migration does not automatically
mean a lower security level, but in many cases can
improve security compared with local applications.

In the first part of the paper, the human factor was
presented as being an essential component in ensuring
data security, as that the accounting field is vulnerable to
security incidents because it stores and generates high-
confidential information.

Lately, professional bodies have begun an international
dissemination of the impact of information security in the
accounting field, with the aim of attracting practitioners'
attention to the risks associated with handling
confidential data, especially when used along with
computer applications. At the same time, ACCA reports
from 2014 and 2016 draw attention to the need that the
professionals in this field have to improve and develop
their capabilities to protect sensitive information,
especially if data is associated with emerging
technologies such as cloud computing, Big Data and
mobile technologies. ACCA studies have further
demonstrated that over time, at international level, there
has been an increase in the level of awareness of the
members.

Considering the ACCA reports as a reference point, an
empirical research based on a questionnaire was
conducted. This survey has been addressed to students
of the Master of Accounting, Audit and Management
Information Systems program at the Bucharest
University of Economic Studies, in the last year of study.
This survey aimed to analyze the perception of the
participants regarding the security of data in the financial
and accounting fields. The purpose of this research was
to find out whether future accountants have acquired
sufficient knowledge to understand the impact of security
incidents and if they have a sufficiently well-developed
culture in the field of sensitive data protection.

The survey was sent to 80 potential respondents, 49 of
whom decided to participate, the response rate being of
61.25%. The survey contained 16 different enquiries:
questions with one or more possible answers, for
situations where an in-depth analysis was not required
we used response matrix, evaluation scales, but also
open questions for subjects requiring a more thorough
review.
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All students work in the financial and accounting field
and have in average two years of experience, the
average age of the respondents being 24 years.

To analyze the level of familiarity of the respondents with
information security concepts, they were asked if they
had received enough information on data security during
their study programs. At this question, only 17
participants considered that the level of information
received was sufficient, while 27 people, representing
55.10% of the total sample, assessed that they had
received indeed training on the importance of data
security, but considered that the level of information
received was not sufficient. The remaining 5 participants
said they did not receive such information during their
study programs.

The variations of the responses can be justified by the
fact that the students might have participated in different
bachelor programs. However, given the current need to
create a well-defined culture for the financial and
accounting professionals in the field of sensitive data
protection and prevention of security incidents, it is
necessary, in our opinion, for universities to introduce
courses in the curriculum that focus on this area in order
to make it easier for graduates to integrate into the
profession and comply with the needs of the
organizations.

The next question of the survey was a 5 point Likert
scale question and the participants assessed on a scale
of 1to 5 (1 - total disagreement, 5 - complete
agreement) the need for professional accountants to be
aware of the impact that security incidents can have on
the financial information and operational activities. 43
students stated that they fully agree with this assertion
and the rest of the participants were partly in agreement
with this statement. The answers are consistent with the
results presented by ACCA, which indicates that young
professionals possess a significant increase level of
awareness of the potential impact of security incidents.
However, the sharp rise in security alerts at national
level, according to the report released by CERT,
highlights the lack of sufficiently developed knowledge
that might underpins future cyber incidents.

To analyze whether there is a culture of information
security implemented in the companies where the
students work, they have been asked if they attended
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any course on the maintaining and protecting sensitive
data. 79.59% of participants responded affirmative to
this question, while the rest of the interviewees stated
that they did not attend such training programs. This
result is a positive factor, but taking into account the fact
that currently the academic environment from Romania
does not fully cover the necessary curricula in the field of
information security, as prior research has shown
(Stanciu and Rindasu, 2017), the remaining 20% of the
companies for which the participants work, must give a
greater importance to information security aspects.

Because the actions of the employees can directly affect
the security of data, the participants were asked if their
work passwords are safe, depending on the minimum
complexity required by the system and the shelf life.
Although 95.91% of students answered affirmative to
this question, 31 of them confirmed that they keep their
password written at the work place. Even if the systems
used by the companies in which respondents work
involves the use of strong passwords, keeping the
written passwords at the workplace is a practice that can
lead to malicious exposure of sensitive data, as related
literature confirms (Evans et al., 2016; Symantec, 2015).

To analyze whether the organizations for which the
respondents work have implemented security controls,
such as anti-virus programs, only 75.51% of the
interviewees responded affirmatively. This outcome
raises a question mark over the prioritization of
information protection at the organizational level, mostly
because malware infections are among the most
significant vulnerabilities of ERP applications (Ali and
Afzal, 2017).

Another question of the study focused on scanning
attachments received by email. Analyzing the answers
provided, only two people confirmed that they always
scan email attachments, 20 respondents said they are
scanning the attachments only when the sender is
unknown and the other 27 reported that they never scan
attachments, although most participants stated that they
have an anti-virus installed. This practice draws attention
to the fact that employees are responsible for increasing
the risk of data exposure, although they have almost all
of the necessary tools to secure their work.

The responses provided by the participants demonstrate
that they are aware of the impact that security incidents
could have, but also indicate that the respondents are
not always behave appropriately, fact that should be a
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wake-up call for organizations. Behaviors such as
keeping access passwords written at the workplace and
opening attachments in emails, without scanning them
first, are ways to unintentional expose sensitive data.

Although 80% of participants were trained on information
security aspects, most of them still perform actions that
are inconsistent with an efficient privacy prevention
policy. We believe that this result can be explained in
two ways: the training sessions that the employees
attended may not have been clear enough or the
participants do not understand the significant role they
are playing in protecting information.

Currently, security incidents are one of the most
significant concerns in the Internet of Everything era, as
technological developments have introduced new
concepts in the financial and accounting fields such as
ERP, cloud computing and mobile technologies that,
besides the variety of advantages, bring specific
vulnerabilities that threaten the security of sensitive
information. In recent years, there has been an increase
in security incidents both at national and global level.
According to the latest CERT report, over 110 million
cyber security alerts were recorded in Romania in 2016,
up to 60% more compared with the previous year. At
international level, according to Breach Level Index,
more than 1.3 billion IT security incidents occurred, the
number increasing by over 85% compared to 2015.

In the financial and accounting fields, most of the
activities have been digitalized due to the need to have
continuous access to relevant information in real time.
Whether we are talking about mobile technologies, ERP
systems or cloud computing platforms, almost all
sensitive information has moved into the digital
environment. This paper aimed to analyze the main
challenges of information security in the context of digital
accounting. This is done by highlighting the main
vulnerabilities of the currently used technologies. We
have also conducted a survey to determine the
perception and awareness level of the impact of security
incidents from the perspective of future professional
accountants.

Analyzing the data presented, we can say that there are
a variety of vulnerabilities, which have an increased
potential to affect the security of financial information,
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operational activities and the reputation of the
organizations as well.

Because both ERP and cloud computing platforms are
still under development, new types of vulnerabilities are
expected to occur along with the technological progress.
The best solution for preventing security incidents is to
apply the best practices by using secure systems and
applications and implementing effective controls to
monitor potential exposures of sensitive information
regularly.

Another important conclusion of this study is the need to
create a stable culture of risk management and
prevention, especially for confidential information
exposures. The empirical research has shown that
young professionals understand the importance of data
protection, but they do not always demonstrate the best
behavior to prevent security incidents. Due to these
results, we consider the involvement of the academic
environment as being important and should provide
sufficient support regarding information security in the
accounting study programs.
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